CALL-OFF TERMS

SCHEDULE 2.2
SECURITY REQUIREMENTS and plan 

1. INTRODUCTION

1.1 This Schedule covers:

1.1.1 principles of protective security to be applied in delivering the Services;

1.1.2 the development, implementation, operation, maintenance and continual improvement of an ISMS; 

1.1.3 the creation and maintenance of the Security Plan;

1.1.4 audit and testing of ISMS compliance with the Security Requirements;

1.1.5 conformance to ISO/IEC 27001 (Information Security Requirements Specification) and ISO/IEC 27002 (Information Security Code of Practice) (Standard Specification); 

1.1.6 obligations in the event of actual, potential or attempted Breach of Security; and

1.1.7 obligations in relation to Malware.
2. PRINCIPLES OF SECURITY

2.1 The Contractor acknowledges that the Customer Authority places great emphasis on confidentiality, integrity and availability of information (including Customer Authority Confidential Information) and consequently on the security provided by the Contractor and ISMS.

2.2 The Contractor shall be responsible for the effective performance of the ISMS and shall at all times provide a level of security which:

2.2.1 is in accordance with Good Industry Practice, the Law, the Standards and this Agreement (including the Service Requirements and Contractor Service Descriptions);

2.2.2 complies with the Security Policy, ISO/IEC 27001, ISO/IEC 27002 and the Security Policy Framework; and
2.2.3 meets any specific security threats to the ISMS and Breach of Security.
2.3 Without limiting Paragraph 2.2 above, the Contractor shall at all times ensure that the level of security employed in the provision of the Services is appropriate to maintain the following at acceptable risk levels (to be defined by the Customer Authority from time to time):

2.3.1 loss of integrity and confidentiality of Customer Authority Confidential Information;

2.3.2 unauthorised access to, use or disclosure of, or interference with Customer Authority Confidential Information by any person or organisation;

2.3.3 unauthorised access to network elements, buildings, the Customer Authority Premises, the Sites and tools (including Equipment) used by the Contractor and any Sub-contractors in the provision of the Services;

2.3.4 use of the Contractor System or Services by any third party in order to gain unauthorised access to any computer resource or Customer Authority Data; and

2.3.5 loss of availability of Customer Authority Confidential Information due to any failure or compromise of the Services.

2.4 Subject to Clauses 13.6 and 24.3, where the Customer Authority determines, acting reasonably, that certain Equipment is inadequate to provide the level of security required by the Customer Authority for the provision of the Services, the Customer Authority may require the Contractor to replace such Equipment with equipment which meets such level of security at the Contractor’s own cost. 

2.5 The references to standards, guidance and policies set out in Paragraph 2.2 above shall be deemed to be references to such items as developed and updated and to any successor to or replacement for such standards, guidance and policies, from time to time.

2.6 In the event of any inconsistency in the provisions of the above standards, guidance and policies, the Contractor shall notify the Customer Authority Representative in writing of such inconsistency within three (3) Working Days of becoming aware of the same.  The Customer Authority Representative shall, as soon as practicable, advise the Contractor which provision the Contractor shall be required to comply with.

3. ISMS AND SECURITY plan

3.1 Introduction
3.1.1 In accordance with the Implementation Plan and throughout the Term (and after the end of the Term (as applicable) in accordance with Schedule 6.4 (Exit Management)), the Contractor shall develop, implement, comply with (and ensure that all Contractor Personnel and Sub-contractors implement and comply with) and maintain and continuously improve and maintain an ISMS which shall, without prejudice to Paragraphs 2.2 above and 4.1 below, be:

3.1.1.1 Approved by the Customer Authority;

3.1.1.2 tested in accordance with Schedule 4.2 (Testing Procedures); and 

3.1.1.3 periodically updated and audited in accordance with ISO/IEC 27001.

3.1.2 The Contractor shall develop and maintain a Security Plan in accordance with this Schedule to apply during the Term (and after the end of the Term (as applicable) in accordance with Schedule 6.4 (Exit Management)). 
3.1.3 The Contractor shall comply with its obligations set out in the Security Policy and the other elements of this Agreement relevant to security (including the Security Requirements).

3.1.4 Both the ISMS and the Security Plan shall, unless otherwise specified in writing by the Customer Authority, aim to protect all aspects of the Services and all processes associated with the delivery of the Services, including the Customer Authority Premises, the Sites, the Contractor System and any ICT, information and data (including the Customer Authority Confidential Information) to the extent used by the Customer Authority or the Contractor in connection with this Agreement.
3.1.5 The Contractor is responsible for monitoring and ensuring that it is aware of changes to the Security Policy.  The Contractor shall keep the Security Plan up-to-date with the Security Policy as amended from time to time.
3.2 Development
3.2.1 Within fifteen (15) Working Days after the Effective Date (or such other period specified in the Implementation Plan or as otherwise agreed by the Parties in writing) and in accordance with Paragraphs 3.3 and 3.4 below, the Contractor shall prepare and deliver to the Customer Authority and (if required by the Customer Authority) the Pan-Government Accreditor for approval a fully complete and up-to-date Security Plan, relating specifically to the Services provided under this Agreement, which shall be based on the draft Security Plan set out in Appendix 6 of the Call-Off Form.
3.2.2 If the Security Plan or any subsequent revision to it in accordance with Paragraph 3.4 below, is Approved by the Customer Authority and (if required by the Customer Authority) approved the Pan-Government Accreditor, it shall be adopted immediately and shall replace the previous version of the Security Plan at Appendix 6 of the Call-Off Form.  If the Security Plan is not approved in accordance with the foregoing, the Contractor shall amend it within eight (8) Working Days (or such other period as the Parties agree in writing) of a notice of non-approval (and the reason(s) for non-approval) and re-submit it to the Customer Authority and (if required by the Customer Authority) the Pan-Government Accreditor for approval. The Parties shall use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days (or such other period as the Parties agree in writing) from the date of its first submission in accordance with Paragraph 3.2.1 above.  If the Contractor does not achieve approval of the Security Plan following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure.  

3.2.3 Any Delay caused by a failure to achieve approval to and adoption of the Security Plan shall not relieve the Contractor of its obligation to follow the Implementation Plan and shall not result in the movement of any Milestones except where the Contractor can demonstrate that the lack of approval is due wholly or partly due to a Default of the Customer Authority or the Pan-Government Accreditor in which case the Delay shall be deemed caused by a Customer Authority Cause or a Delay due to both Parties as the case may be.

3.3 Content
3.3.1 The Security Plan shall set out the security measures to be implemented and maintained by the Contractor in relation to all aspects of the Services and all processes associated with the delivery of the Services.  Furthermore, the Security Plan shall at all times comply with and specify security measures and procedures which are sufficient to ensure that the Services comply with this Schedule (including the principles set out in Paragraph 2.2 above) and the other elements of this Agreement relevant to security (including the Service Requirements).
3.3.2 The Security Plan (including the draft version) shall also set out the plans for transiting all security arrangements and responsibilities from those in place at the Effective Date to those incorporated in the ISMS at the date set out in the Schedule 4.1 (Implementation Plan) for the Contractor to meet its security obligations set out in this Agreement (including the Service Requirements).

3.3.3 The Security Plan shall be structured in accordance with ISO/IEC 27001 and ISO/IEC 27002 or equivalent, cross-referencing if necessary to other Schedules of this Agreement which cover specific areas included within that standard and shall accord with the Security Policy Framework.

3.3.4 The Security Plan shall be written in plain English and in a manner which is readily comprehensible to Contractor Personnel and the Customer Authority’s staff engaged in the Services and shall not reference any other documents which are not either in the possession of the Customer Authority or otherwise specified in this Agreement.

3.4 Amendment and Revision
3.4.1 In addition to its obligations under Paragraph 3.1 above and subject to Clauses 13.6 and 24.3, the Contractor shall review and update the ISMS and the Security Plan annually (or such other period as agreed by the Parties in writing) to reflect:

3.4.1.1 emerging changes in Good Industry Practice;

3.4.1.2 any change or proposed change to the Contractor System, the Services and/or associated processes; 

3.4.1.3 any new, perceived or changed Breach of Security; and

3.4.1.4 any reasonable requests by the Customer Authority.

3.4.2 The Contractor shall provide the Customer Authority with the results of such reviews as soon as reasonably practicable but no later than within twenty (20) Working Days after their completion and amend the ISMS and Security Plan at no additional cost to the Customer Authority. The results of the review shall include:
3.4.2.1 suggested improvements to the effectiveness of the ISMS;

3.4.2.2 updates to the risk assessments;

3.4.2.3 proposed modifications to the procedures and controls that effect information security to respond to events that may impact on the ISMS; and

3.4.2.4 suggested improvements in measuring the effectiveness of controls.

3.4.3 On receipt of the results of such reviews, the Customer Authority shall Approve any amendments or revisions to the ISMS and/or Security Plan in accordance with the process set out at Paragraph 3.2.2 above.

3.4.4 Any change or amendment which the Contractor proposes to make to the ISMS and/or the Security Plan shall be subject to the Change Control Procedure and shall not be implemented until Approved by the Customer Authority.

4. TESTING

4.1 The Contractor shall conduct tests of the ISMS (“Security Tests”) on an annual basis or as otherwise agreed in writing by the Parties.  The date, timing, content and conduct of such Security Tests shall be Approved by the Customer Authority.

4.2 The Customer Authority may send a representative to witness the Security Tests (or any parts thereof). The Contractor shall provide the Customer Authority with the results of such tests (in a form Approved by the Customer Authority) as soon as practicable after completion of each Security Test.

4.3 Without prejudice to any other right of audit or access granted to the Customer Authority pursuant to this Agreement and subject to Clauses 13.6 and 24.3, the Customer Authority may and/or its authorised representatives may, at any time and on reasonable notice to the Contractor, carry out such tests (including penetration tests) as it may deem necessary in relation to the ISMS and the Contractor's compliance with and implementation of the ISMS and Security Plan. The Customer Authority may notify the Contractor in writing of the results of such tests after completion of each such test.  Security Tests shall be designed and implemented so as to minimise the impact on the delivery of the Services.  

4.4 Where any Security Test carried out pursuant to Paragraph 4.2 or 4.3 above or any audit under Paragraph 5 below, reveals any actual or potential Breach of Security and/or security failure or weaknesses, the Contractor shall determine what changes to the ISMS and Security Plan are required to remedy (as applicable) such Breach of Security and/or security failure or weakness.  The Contractor shall promptly notify the Customer Authority in writing of any such proposed changes.  Subject to the Customer Authority's Approval in accordance with Paragraph 3.4.4 above and subject to Clauses 13.6 and 24.3, the Contractor shall implement such changes to the ISMS and Security Plan in accordance with the timetable agreed in writing with the Customer Authority or, otherwise, as soon as reasonably possible.  Where the change to the ISMS and/or Security Plan addresses a non-compliance with the Security Policy or Security Requirements, the Contractor shall implement the change at no additional cost to the Customer Authority.  

4.5 If required by the Customer Authority, on each anniversary of the Effective Date the Contractor shall provide to the Customer Authority (and shall copy simultaneously to the Framework Authority) a letter from its managing director (or equivalent officer) confirming that having made due and careful inquiry it:

4.5.1 has in the previous year carried out all tests and has in place all procedures required in relation to security matters under this Agreement; and 

4.5.2 is confident that its security and risk mitigation procedures with respect to the Services remain effective. 

5. COMPLIANCE WITH ISO/IEC 27001 and auditing
5.1 If required by the Customer Authority, the Contractor shall obtain independent certification of the ISMS to ISO/IEC 27001 within twelve (12) months of the Effective Date (or such other period specified in the Implementation Plan or as otherwise agreed by the Parties in writing) and shall maintain such certification for the Term.  If certain parts of the ISMS do not conform to Good Industry Practice or the controls as described in ISO/IEC 27002 are not consistent with the Security Policy and, as a result the Contractor reasonably believes that it is not compliant with ISO/IEC 27001, the Contractor shall promptly notify the Customer Authority in writing of this and the Customer Authority in its absolute discretion may waive the requirement for certification in respect of the relevant parts.

Customer Authority Audit

5.2 The Customer Authority shall be entitled to carry out such regular security audits as may be required, and in accordance with Good Industry Practice, in order to ensure that the ISMS maintains compliance with the principles and practices of ISO/IEC 27001.

5.3 If, on the basis of evidence provided by such audits, it is the Customer Authority's reasonable opinion that compliance with the principles and practices of ISO/IEC 27001 is not being achieved by the Contractor, then the Customer Authority shall notify the Contractor in writing of the same and give the Contractor a reasonable period of time (having regard to the extent and criticality of any non-compliance and any other relevant circumstances) to become compliant with the principles and practices of ISO/IEC 27001.  If the Contractor does not become compliant within the required time then the Customer Authority has the right to obtain an independent audit against these standards in whole or in part.

5.4 If, as a result of any such independent audit as described in Paragraph 5.3 above, the Contractor is found to be non-compliant with the principles and practices of ISO/IEC 27001 then the Contractor shall, at its own expense, undertake those actions required in order to achieve the necessary compliance and shall reimburse in full the costs incurred by the Customer Authority in obtaining such audit.

Contractor Audit

5.5 If required by the Customer Authority, the Contractor shall carry out regular security audits as may be required in order to maintain delivery of the Services and the ISMS in compliance with:

5.5.1 security aspects of ISO/IEC 27002:2005 or equivalent; 

5.5.2 ISO/IEC 27001 or equivalent;

5.5.3 the Security Policy Framework; and

5.5.4 the requirements issued by the National Technical Authority for Information Assurance,
and shall promptly provide to the Customer Authority (and shall copy simultaneously to the Framework Authority) any associated security audit reports and shall otherwise notify the Customer Authority (and simultaneously the Framework Authority) in writing of the results of such security audits.  The provisions set out in Paragraphs 5.3 and 5.4 above shall apply mutatis mutandis to this Paragraph 5.5.

6. BREACH OF SECURITY

6.1 Either Party shall (which shall include the Contractor procuring that the Contractor Personnel shall) notify the other (in each case notification must go to the individual(s) designated in the Security Plan (as amended)) in writing immediately upon becoming aware of any Breach of Security including an actual, potential or attempted breach, or threat to, the Security Plan and/or the ISMS.

6.2 Without prejudice to any security incident notification and management process set out in this Agreement, upon becoming aware of any of the circumstances referred to in Paragraph 6.1 above, the Contractor shall:

6.2.1 immediately take all reasonable steps necessary to:

6.2.1.1 remedy such breach or protect the Services and integrity of the ISMS against any such potential or attempted breach or threat; and

6.2.1.2 prevent an equivalent breach in the future.

Such steps shall include any action or changes required by the Customer Authority.  If such action is taken in response to a Breach of Security that is determined by the Customer Authority, acting reasonably, not to be covered by the obligations of the Contractor under this Agreement, then the Contractor may refer the matter to the Change Control Procedure, but this shall not delay the Contractor in taking steps to comply with Paragraph 6.2; and
6.2.2 as soon as reasonably practicable provide to the Customer Authority full details (using such reasonable reporting mechanisms as may be specified by the Customer Authority from time to time) of the Breach of Security or the potential or attempted Breach of Security and of the steps taken to mitigate or resolve them.
7. MALWARE

7.1 Without prejudice to any other obligations which the Contractor has under this Agreement in relation to Malware, the Contractor shall, as an enduring obligation throughout the Term (and after the end of the Term (as applicable) in accordance with Schedule 6.4 (Exit Management)), use its reasonable endeavours to prevent Malware from being introduced into the Customer Authority’s ICT environment via the Services.  This shall include an obligation to use the latest versions of anti-virus definitions available from an industry accepted anti-virus software vendor to check for and delete Malware from the Services.  In this Paragraph 7, references to “anti-virus” shall mean to software or other data intended to detect, prevent and/or mitigate the effects of Malware. 

7.2 Notwithstanding Paragraph 7.1 above, if Malware is found the Parties shall cooperate with each other and with any affected Other PSN Connectivity Contractors and/or Wider PSN Contractors to reduce the effect of the Malware and, particularly if Malware causes loss of operational efficiency or loss or corruption of Customer Authority Confidential Information, assist each other to mitigate any losses and to restore the Services to their desired operating efficiency.  

7.3 Any cost arising out of the actions of the Parties taken in compliance with the provisions of Paragraph 7.2 above shall be borne by the Parties as follows:

7.3.1 by the Contractor where the Malware originates from the Software (except where the Customer Authority has waived the obligation set out in Paragraph 7.1 above) and/or the Customer Authority Confidential Information (whilst the Customer Authority Confidential Information was under the control of the Contractor and/or any Sub-contractor) unless the Contractor can demonstrate that such Malware was present and not quarantined or otherwise identified by the Customer Authority when provided to the Contractor; and 

7.3.2 by the Customer Authority if the Malware originates from the Customer Authority Confidential Information (whilst the Customer Authority Confidential Information was under the control of the Customer Authority).  
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